To the Editor: 

On Sunday, 23 Oct 05, Ms. Katherine Ellison wrote the following in an opinion piece in the Outlook section of the Washington Post (http://www.washingtonpost.com/wp-dyn/content/article/2005/10/21/AR2005102102315.html ):
"The other day I found my 6-year-old son watching an Internet cartoon (that was inappropriate for 6-year-olds; cartoon name redacted)."

This reminds me of the Army saying passed on to me by the late Jim Troy, M.D., one of my colleagues at USU, the Military Medical School:


"How often does a good soldier need to shave?  A good soldier never NEEDS to shave."

A good parent should never, ever find her 6-year-old viewing anything online.
Before writing her misinformed article, she was evidently unable to find anyone in upscale Marin County, California, who could act as her consultant on the subject of kids and the net.  More tellingly, she was too clueless to recognize that such consultation (or a little bit of research) should have occurred before she betrayed her terminal computer illiteracy to the world (pun intended).   Instead of providing practical solutions to concerned parents, her ignorance of the net and net.security allowed her only to whine helplessly about the problem in front of millions of people.  This is tantamount to Ms. Ellison asserting that no one can do anything about cancer because she is not an oncologist.
She went on to write:  "(this cartoon) appears tailor-made to sneak under the radar of blocking software (which can't filter images), unless parents are somehow Internet-savvy enough to know about the site and specifically ban it in advance."

Discounting the falsehood about the granular content-blocking capabilities of today's very sophisticated parental control software, I really doubt that Ms. Ellison has spent sufficient time to educate herself about parental control programs to install and configure one correctly.  Exempli gratia: when she became incensed that a well-known healthcare conglomerate had apparently sponsored ads supporting this cartoon, said company's head of Internet marketing was able to cast doubt on whether they had even bought such an ad, because Ms. Ellison was too computer-ignorant to take a screenshot of the ad in progress as evidence (hint: shift | print screen | paste into word processor program).  

She concludes, in part, by stating: "I refuse to be overwhelmed by the sheer magnitude of what society expects from parents, with so little support in return."  Society as a whole has very few mandatory expectations of parents with regard to the Net.  Mandatory expectations are codified in law.  I do not recall any U.S. court case involving a parent being thrown in jail for inadvertently (or advertently) allowing his or her minor child to be exposed to naughty stuff online.  In fact, it is PARENTS such as Ms. Ellison who somehow expect SOCIETY to protect their young ones from inappropriate content on an international, uncensored, adult-created and adult-oriented information medium.   She expects that people who have spent years of their lives keeping up with computers and Internet security should somehow grant this knowledge and wisdom to her for free, without any effort on her behalf, in order to keep her young kids from watching cartoon badgers being decapitated while she is not around.
Fine.  As someone who has lectured on the net and net.security since 1997 at national and international scientific conventions, here's my free advice on kids and the net:   

1) DEFAULT SECURE MODE: Unplug your computer from the wall and disconnect it from the internet when you are not using it.  Hide the computer power and network/modem cords from your children.  Plug them in when you are able to sit next to your kids to provide the ultimate parental control: your eyeballs.
2) Do not allow any child access to the net, with or without parental control software, until approximately age 13, unless you are sitting next to them 100% of the time.
3) Purchase and configure parental control software for your kids 13 and older.  Make sure you RTFM (Read The Fine Manual).  Have your software e-mail you everything your child does on the net every day.  Make sure your progeny knows this.  Occasionally drop hints indicating that you read the e-mails, such as "I didn't know you liked (singer's name) so much."  

4) Set up password-protected accounts for each family member.  Remove access to web/e-mail/chat/file sharing programs from younger kids' accounts.  RTFM for your operating system and installed programs to figure out how to do this.  Assume your kids know more about computers than you do.  If necessary, pay someone to configure your computer correctly.  Do you fix your own car at home when it malfunctions?  Some people can, and some people cannot.
5) If you have dial-up net access, keep your operating system from saving the password for your convenience.  Type it in every time.   Keep the password on a need to know basis.  If you have broadband (cable/DSL/satellite) access, read your Internet Service Provider's instructions on how to set up parental access controls.  
6) Create a family Acceptable Use Policy (AUP...you do have one, don't you?).  Decide and promulgate your parental stance on restricting access to nudity vs. violence vs. hate speech vs. controlled substances vs. gambling online.  Delineate the severe penalties for violating the AUP (revocation of video game and net privileges for X weeks, for example).  Specify the draconian consequences that will ensue if an older child exposes a younger sibling to anything on the net before the age you specify.

7) If you are unable to follow steps 2-6, then revert to step 1.  Better yet, cancel your home internet service.  You may be to stupid and/or lazy to handle the internet during this incarnation.  Just as not everyone is able to perform brain surgery, or undertake helicopter rescue missions, so too is not everyone ready for the awesome responsibility of providing safe home internet access to one's children in 2005.  There's always the public library.





SIGNED






Rob Jones, M.D.                                                 

